Abstract
Introduction

Cloud Computing
Cloud computing is a term that we will need to be familiar with in the next few years. Even if you have not heard the term -cloud computing‖ you are probably already taking advantage of some of these goods and services. The alluring benefits of reducing cost of ownership and management have businesses clamoring to take advantage of cloud services. The power of running software programs on remote servers and having the results instantaneous broadcasted to a smart phone or PC has the end-users equally charmed with cloud services.
As businesses are beginning to exploit these web technologies they are confronted with the problems of the integration existing software systems. These legacy systems frequently have strategic value to the organization and are integral to management of the business; thus these systems are too important for the business to be simply discarded.
Should these systems be migrated toward cloud computing? This technology is still in its infancy and there are many issues such as reliability, security and privacy that need to be resolved before its potential can be fully realized. Cloud computing may or may not be the best choice for your company and in this essay cloud computing will be defined, along with an examination of the benefits and the potential dangers of migrating legacy software into the cloud.
According to Google Trends' search and news reference volume data the term -Cloud Computing‖ first began to circulate in the software industry around September 2007. [13] . You may use Google Trends for your own internal purposes and for educational and research purposes
Cloud computing appears to be the next step in the evolution of business processes toward e-business. -According to a Reuters report, Google CEO Eric Schmidt told the 900 technology executives at the Utah Technology Council that cloud computing is a phenomenon that's bigger than the advent of the PC‖ [2] . This represents a fundamental shift in technology that allows businesses to access resources that are both internal and external to the enterprise and enables the integration and creation of distributed, dynamic systems.
Companies like Google, Amazon, Yahoo!, Microsoft, Oracle and IBM are creating cloud [5] . Companies are beginning to look into cloud solutions for their technology needs because of the dramatic efficiencies that promise significant reductions in capital and operating expenses.
What is Cloud Computing?
An independent consulting firm defined cloud computing as a -set of web-based tools and services which permit users to acquire computing resources and development capabilities to build or support applications, or perform specific IT functions on a payas-you-go basis.‖ [18] . Cloud computing refers to Software-as-a-Service (SaaS), Platforms-as-a-Service (PaaS), Infrastructure-as-a-Service (IaaS), social networking sites like Facebook and MySpace and even games such as World of Warcraft. Some of the more interactive components are referred to collectively as Web 2.0. If it sounds like cloud computing is a reference to almost any web-based software or hardware you are not alone. Oracle's CEO Larry Ellison said, -I can't think of anything that isn't cloud computing with all of these announcements. The computer industry is the only industry that is more fashion-driven than women's fashion. Maybe I'm an idiot, but I have no idea what anyone is talking about. What is it‖ [7] ?
Cloud computing is more of a philosophy or way to think about computing rather than the technical detail of how it is applied. -It's not hard to understand why there is a fair bit of confusion. Cloud computing has become a sort of blanket term for where computing is going. Think of it as a synonym for ‗computing.next.' It represents a shift to an operational model in which applications don't live out their lives on a specific piece of hardware and in which resources are more flexibly deployed than was the historical norm‖ [14] . Businesses are realizing the enormous potential of cloud computing and are exploring ways to use these services. These cloud services can liberate companies from having to own and maintain large computers or data centers and they will no longer need to hire employees to manage this technology infrastructure at least for noncritical applications.
At first the concept of cloud computing might not sound revolutionary or even groundbreaking but we are on the cusp of a fundamental redistribution of computing power in favor of the end user. The cloud represents a change in the operational computing model. -The mainframe and the early Internet both represented client/server computing where the client was nothing and the server everything. The client was not supposed to think; it was in a master/slave relationship. In the cloud, there's been a power shift where the client (whether PC, netbook or smart phone) thinks for itself and tells the server what program to run or even to run a program that it sends the server.‖ The cloud represents is a "black box" where the information is processed and the user has no understanding or control [2] . -In its broadest sense, cloud computing describes something apparent to anybody who uses the Internet: Information is stored and processed on computers somewhere else -‗in the clouds' --and brought back to your screen‖ [10] . This represents a fundamental paradigm shift in computing power where the end-user no longer needs to understand manage or control the technology infrastructure.
Cloud Computing Services
When people describe cloud computing they are generally discussing various services that are hosted on the Internet for computational purposes. Cloud computing refers to four different flavors of computing services, Software-as-a-Service SaaS), Communications as a Service (CaaS), Platforms-as-aService (PaaS) and Infrstructure-as-a-Service (IaaS).
Software-as-a-Service (SaaS) is what most people are familiar with. Facebook, Wikipedia, Gmail, are just a few examples. -Some company hosts an application in the internet that many users sign-up for and use without any concern about where, how, by whom the compute cycles and storage bits are provided. The service being sold (or offered in ad-sponsored form) is a complete end-user application‖ [30] . Google Docs is a good example of this type of service. This application works in the browser not on the individual PC. So it works with almost any operating system. SaaS is web based so you can access it from anywhere you have an internet connection including [25] .
Platforms-as-a-Service (PaaS) is integrated development environments (IDE) and development platforms that are hosted on the web and are accessed by a browser. This type of service is aimed at programmers. -Developers write their application to a more or less open specification and then upload their code into the cloud where the app is run magically somewhere, typically being able to scale up automagically as usage for the app grows. Examples are Mosso, Google App Engine, and Force.com‖ [30] . Software developers are able to build and deploy applications using platforms-as-a-Service. This cloud based workspace environment or platform allows software developers to focus on innovation instead of the complex infrastructure needed to run the integrated development environments.
Infrastructure-as-a-Service (IaaS) is the outsourcing of network servers, database servers, software and other types of infrastructure.
Infrastructure-as-aService is generally pay as you go and companies are only billed for the amount of the service they consume. -Developers and system administrators obtain general compute, storage, queueing, and other resources and run their applications with the fewest limitations. This is the most powerful type of cloud in that virtually any application and any configuration that is fit for the internet can be mapped to this type of service‖ [30] . Companies can use their capital for other requirements rather than purchasing servers and other types of infrastructure, clients instead rent those resources as a service. As these resources are not owned and are delivered as a service; this allows companies to finetune the amount of storage space, network servers etc. based on their usage.
Types of Clouds
There are three classifications of -Cloud Formations‖, Public clouds, Private clouds and Hybrid clouds. Public clouds are third-party providers of ondemand pay as you go cloud services over the internet outside of a company's firewall [17] . Private clouds emulate cloud computing on private networks behind the company's firewall. This type of cloud has the disadvantage that the company still needs to build, manage and buy the infrastructure [17] . The Hybrid cloud combines aspects of both the Public and Private clouds from multiple internal and/or external providers. Hybrid cloud appears to be the most common approach [17] .
Advantages
Reduced Cost
An enormous advantage of cloud computing is that you do not have to maintain the physical hardware related to the infrastructure. A recent ROI study on the cost and efficiency gains of moving to a private cloud at Corus Automotive Engineering Group (AEG) demonstrates some of these benefits. -According to the report, these include an 80% reduction in systems administration time, cost savings exceeding $115,000 and a 200% increase in application performance‖ [21] . The cost of the infrastructure is spread out among the all of the cloud provider's customer base. -While cloud computing can indeed be done without building economies of scale (for example, when using the development technologies in-house before actual deployment), one of the prime advantages of the model is distributed costs across as many other customers as possible. While cost is only one of the advantages of cloud computing, it is also one of its most compelling aspects and reports of 20% to 10x and more in savings are common in current cloud computing case studies‖ [16] . The cost savings allow online application to scale to millions of users as quickly and inexpensively.
Scaling and Elasticity
Many of the cloud services are offered for a flat monthly fee or these services are billed similar to a utility bill, the users pay as they go and you only pay for what you use. This type per-minute billing can avoid waste and save money if you only need cloud services on occasion [27] . Scalability ensures that the cloud platform can handle an increased load of users working on a cloud application. This scaling capacity up and down for a cloud services is commonly called elasticity. -Entire enterprise-class data centers can literally be provisioned and deployed in minutes with almost no effort. They can then be resized, downsized, or decommissioned just as easily. The elasticity of most cloud computing offerings can be quite impressive when compared to traditional build-out
efforts or even outsourced hosting‖ [16] . This is the real power behind cloud computing; allowing the enduser to tap into the computing power of large networks of computers. Cloud computing allows businesses to store more data for less money than on private computer systems and they have access to more computing power. The delivery of cloud computing services frequently utilizes something called Grid technology. The Grid technology is a means of delivering computing power on demand analogous in form and utility to the electric power grid. The computing power is there when you need it and you only need to pay for what you use. These grids are often comprised of a network of computers all working toward a common goal [9] . A good example of Grid technology is used by the Search for Extraterrestrial Intelligence (SETI). SETI utilizes a network of Internet-connected computers called SETI@home to analyze enormous amounts of radio telescope data [28] . This grid is made up of a network of 1,032,059 volunteers that allow SETI to run a free program on their 2,476,340 host computers for a few hours a week when they are not in use to crunch the data [4] .
Grid technology similar to some of the descriptions of cloud computing do not appear to be particularly innovative and pioneering concepts. After all the idea of Grid technology has been around for decades. The real difference today in Grid technology in relation to cloud computing is the availability of these services and that these services are operating on a much larger scale. -[B]illions of dollars being spent by the likes of Amazon, Google, and Microsoft to create real commercial grids containing hundreds of thousands of computers. The prospect of needing only a credit card to get on-demand access to 100,000+ computers in tens of data centers distributed throughout the worldresources that be applied to problems with massive, potentially distributed data, is exciting‖ [9] ! This means that companies and individuals are now able to take advantage of computing power and data storage that would have seemed impossible only a few years ago.
Portability
Another advantage is that the end-user is not limited to accessing these applications from a traditional computer and can use almost any device with a web connection. Most of the computing and storage is done in the cloud so this diminishes the need for high-powered computing devices which makes many of these services accessible from most any device. Employees can access information wherever they are, rather than having to remain at their desks. -Information stored in the cloud can be accessed from any place with a Net connection‖ [31] . Cloud computing promotes data portability and remote access.
Productivity and Collaboration
Another major advantage of cloud computing is the ability for multiple users to easily collaborate on documents and projects. -Cloud computing opens new opportunities for greater collaboration and accessibility, especially among small businesses. Online software applications help people work more productively together and share information in ways that haven't been previously possible‖ [29] . Any computer or device with and an internet connection can easily collaborate because the documents and files are stored in the cloud and not on individual computers. This also permits companies to focus on projects that are core to the business allowing the cloud provider to focus on the underlying infrastructure.
Disadvantages
Data Migration
The data accumulated in day to day activities may be relatively easy to transfer but how does a business go about moving all those terabytes of data they already have? "While storage capacity in the cloud is expandable, limits in the capacity of network connections to the cloud can create challenges for enterprises with multiple petabytes of data to move back and forth.‖ Frequently data migration is manual and the current tools that support data transfer are inadequate. -Even at their best, Queplix and its competitors -master data management (MDM) providers such as Siperian and Initiate Systems --convert only a portion of the application and data, leaving the end-user or service provider to deal with the rest, ... Yaskin estimates Queplix' best shot automates 85 percent of the migration‖ [8] . As technology advances solutions will be developed that will mitigate this problem but for now the solutions appear to be manual. "But most cloud providers say there are easy ways around capacity issues when migrating data to the cloud --starting with the physical migration of the initial data to the data center location" [6] .
Potential for Data Loss
Businesses are justifiably nervous about trusting their data to someone else to manage. During a routine SAN upgrade Microsoft's Danger storage service for the T-Mobile Sidekick phone went. -The Sidekick outage was exacerbated by T-Mobile customer service telling customers to restart their devices or remove the battery. While this is a standard fix for malfunctioning mobile devices, in this case, it led to some users losing their personal data for good‖ [20] . This illustrates a major concern with cloud computing. -Whatever the reason for the data loss, it calls into question the tenet that cloud computing enables a better level of discipline and expertise to be devoted to a service offering. If a customer can't depend on a cloud provider to perform at a higher level than the customer could do on its own, why should it turn to the cloud‖ [12] ? The prospect of losing data may cause companies to keep systems that have sensitive customer data and/or are strategic to the business in a private cloud behind a firewall under their control.
Security and Legal Issues
What are the security challenges and legal implications that need to be considered? "What I can't find out is who has been reading the data files, and ... depending on what business you're in, that might be important" [22] . It is important to remember that cloud computing is still in the early stages. "Brian Comp, associate vice president of technology at Norton Healthcare, said cloud computing, with its ease of use is definitely in the hospital's future, just not the near future. Comp said over the next five years, as cloud computing providers and technology mature, it will become more reliable and secure, allowing him to put non-clinical systems on a distributed architecture" [22] . What are the implications when your data is on the same disk with another customer's data? What if that customer's data is confiscated by the FBI? "Because one company's data may be kept on the same disk as another's by a service provider, a criminal investigation could expose data to authorities or simply limit the ability to access data through that cloud service provider, Lessard added" [24] .
Agreements with the data center to keep the data on separate disks may provide some protection. In Situations where data is sensitive companies may need to consider which systems should be in the public cloud and which should be in a private cloud.
Individuals also need to be wary of their personal information being exposed in the cloud.
-For instance, MIT student experimenters have demonstrated the ability to sneak in and download more than 70,000 Facebook profiles. And a BBC technology program also showed how such personal information could be stolen‖ [3] . The end-user needs to be sure that they completely understand the implications of enrolling in cloud services. -Though users may not have caught this when they clicked to accept a site's terms of service, they've largely signed away the rights to their own data by joining an Online Social Network. "These rights commonly include a license to display and distribute all content posted by users in any way the provider sees fit," Cox said‖ [3] . Customers need to be aware that their right to privacy may be jeopardized by their use of these services.
Stability and Reliability
What happens when if the data center goes out of business? "It's not how to get the data back that worries Manjit Singh, but whether he'd even have access to the data if the provider went belly up. "If it's bankrupt, the creditors might just come in and take the equipment, and they don't care what's on it," says Singh, vice president and CIO at Chiquita Brands International" [24] . Reliability is another concern with cloud computing. -Many chief information officers remain concerned about the reliability and security of cloudbased services. Events like the six-hour outage on July 20 of Amazon's S3 service, designed for developers who want easy access to storage over the Internet, give CIOs reason for pause‖ [19] . Another example of the potentially catastrophic events related to cloud computing is the distributed denial-of-service attack (DDoS attack) brought down Bitbucket's web-based code-hosting service in early October 2009. -Bitbucket runs its entire site on Amazon's Elastic Compute Cloud (EC2), which provides scalable processing resources, and it uses Amazon's Elastic Block Store (EBS) to store its database, log files, user data, and more. EBS provides persistent storage for EC2 server instances. The problem, according to Jesper Nøhr, is that the storage system operates on a network channel that's exposed to the outside internet‖ [23] . The DDoS attack left developers without access to code projects hosted on Bitbucket for 19 hours. -‗Don't bet the farm on a single cloud provider,' says Craig Balding, founder of cloudsecurity.org and a security practitioner at a 
Licensing
Traditionally companies sold licenses to run software on individual computers and servers or based on a number of concurrent users or connections.
-While most legacy applications have been upgraded from the homegrown, no-public-standards era of corporate computing, most are built with databases, communications or data-translation modules and other commercially-licensed technology. That means vendors like Oracle, Siebel, SAP and others would have to change their licensing to support ‗three weeks running on three servers, then one week per month expanding to ten and only paying for the capacity you use,' Golden says. ‗Most licenses are still tied to one physical box, although Oracle has made some movements in this direction' ‖ [8] . Companies should be aware that the cloud providers are changing the way software and services are licensed.
Keys to Success
Before companies sign up for those hosted storage services in the cloud there are serious issues that need to be considered. That does not necessarily mean that companies will not be able to take advantage of this technology. The decision to leverage cloud services is an easy one for many startup and small companies. The ability to scale services up and down and the increased time to market and reduced cost make cloud services very appealing. Startups are also not saddled with legacy applications, migrating large amounts of data and compliance issues that burden larger more established companies. The decision to implement these cloud services for a large company is more complex.
Large established companies will likely only move systems that do not have strategic value to the organization and are not integral to management of the business. -The best organizations will use cloud computing's unique business model, elasticity and scalability to streamline IT operations, offload lesservalue IT processes and focus on driving core business value‖ [26] . The approach that most businesses will take will most likely be an amalgamation of these technologies. -Because companies have such a large investment in existing technology infrastructure, many people think there will be a hybrid approach where companies will do some of their computing internally, possibly in a private cloud, while other tasks will be offloaded to the public cloud. ‗One of the key challenges for corporate IT departments, in fact, lies in making the right decisions about what to hold onto and what to let go,' writes Nicholas Carr in his book, The Big Switch‖ [19] . Cloud computing will not replace legacy applications and existing technology infrastructure in the near future. -But the more likely scenario is companies doing some of their computing in external clouds and coordinating it with what they do internally in private clouds and legacy systems that don't fit into any cloud computing scheme. Cloud computing ‗is not about killing legacy systems'‖ [2] . Businesses should evaluate each system to determine if a cloud service would meet the company's needs, as cloud computing is not necessarily the best fit.
Corporations will need to be careful when selecting a cloud provider. A company's success is potentially tied to the cloud provider‗s ability to provide those services. The stability, reliably and uptime of the services is crucial. Organizations will need to evaluate the cloud provider's ability to scale services, and the provider's service outages. -It's already become common, for example, to publish uptime information, real-time status, and recent reliability data. Amazon's Service Health Dashboard and Google's App Status Dashboard so that everyone can verify for themselves the quality of individual compute clouds‖ [16] . If a cloud vendor were to suddenly cease providing a service, businesses should consider the effort that would be required to move to another provider or to use their private cloud-based capability to provide disaster recovery and business continuity.
Conclusion
Companies should keep their feet on the ground when they are considering moving software into the cloud. Cloud computing is appealing, it reduces cost of ownership and companies don't have to manage all that data and expensive servers. It promotes collaboration and it's portable. It can be an excellent business deal, if a company is comfortable with privacy issues and with an outside vendor controlling its data and information. Cloud computing may or may not be the best choice for your business and you should be familiar with the advantages and dangers of using these services. Small businesses that seek to decrease their Walter F. Witt, III time to market and do not have a lot infrastructure and IT experience should be able to take advantage of the cloud.
Most large corporations have large IT departments dedicated to maintaining software, hardware infrastructure and security. The advantages of cost savings can offset some of the disadvantages of the cloud. This may be the appropriate choice for some systems that are not critical to the business, but large companies should be wary of the cloud when migrating systems that are key to their success.
